CYBERSECURITY	3





Effects of Passive Learning On Cybersecurity
Students Name 
Institutional Affiliation


Effects of Passive Learning On Cybersecurity
Security of data and information in computer network systems depends on the strength of cybersecurity. Cybersecurity needs to be upheld to enforce secure internet access and usage. Every individual needs privacy and security in access to personally owned property. All private and confidential data need to be protected from intruders. Internet-connected systems pose a great danger of insecurity over information that circulates on social media. Private information should be inaccessible by unauthorized people at all levels. Passive learning and attacks are significant threats to the information posted on the internet. Cybersecurity protects information on the internet from passive learning and attacks. Also, it prevents unauthorized access to information circulating on the internet. This article discusses the effects of passive learning and passive attacks on cybersecurity. 
Cybersecurity refers to the protection offered on systems connected to the internet from cyber threats and attacks. Organizations and individuals use cybersecurity to prevent unauthorized access to computer systems and data hubs. Passive learning is a type of learning in which the learners internalize the information they receive from the instructor. Passive attacks refer to security attacks in which there the information is not modified. Passive attacks include traffic analyzes and the release of the message in the content. The attacker observes the information copy it and may use it for malicious intentions.
In most cases, the target does not realize the occurrence of the attack. Wireless broadband technology has features that make it vulnerable to passive attacks. Passive attackers take advantage of the large scale of the network. The large scale of the network makes it easily accessible by intruders. 
Passive learning allows the learners to acquire and store the information without getting feedback from the instructor. Passive learning among computer science and related fields might be harmful to cybersecurity because the knowledge acquired by the students is unutilized. Therefore, such students become computer experts, but they do not incorporate the skills in their entire life (Bendale & Prasad 2018). They might have tempted to use the information illegally to benefit themselves through hacking computer systems. The internalized information is not applied anywhere by the learner. Passive learning is a threat to computer network systems since the learners can try to apply the stored knowledge wrongly.
Currently, passive learning is one of the primary sources of cybersecurity inconveniences and limitations. Passive learners in computer science and related studies are likely to engage in passive attacking of connected computer systems. Passive learning affects cybersecurity when its victims apply their computer knowledge to modify computer programs without permission (Riley & Ward 2017). Passive learners are always anxious to attempt what they learned in their field of study. This anxiety can direct them to evaluate and copy information without modification illegally. Such illegal attempts endanger cybersecurity because private information can get accessed illegally. Passive learning affects cybersecurity when the learners get access to information on the internet without the information originator's concert. 
 Passive learning and attack affect cybersecurity in the following ways. First, in passive attacks, the attacker may use the information maliciously since the message is not modified. The information acquired through passive attacks is directly linked to the original website; the attacker may use it to tarnish the name of the website. Passive attackers get their way to the private information in the attacked network systems and interfere with the information therein. The attacked system might be malfunctioned by the attackers. Multifunctioning computer systems interfere with the overall working of the system (Surya & Magrica 2017). Once the attacker can manipulate the computer networks, they may interrupt sensitive data such as medical data. In medical fields. Passive attacks make the information unavailable and unsecure for use. When passive attackers access the information, they misuse it.  Attacked information cannot be used for the intended purpose by the originator.  A passive attack usually aims at getting access to open and vulnerable ports of the computer's network system. If the open and vulnerable ports contain valuable and confidential information, the attack takes advantage and can damage the whole system.
Passive attacks interfere with cybersecurity in organizations leading to robbery and theft in organizations. Inadequate cybersecurity due to passive attacks private information of the organization can be accessed by thieves and robbers. Thieves and robbers get to know the essential information about the organization. This makes it easier for thieves to plan an attack using the leaked information. Leaked information enables the thieves to know places vulnerable to an attack. Interference of an organization's cybersecurity poses a significant threat to the organization because all of its confidential information can be accessed by intruders. Intruders access the organization's private information, intending to manipulate the organization's activities that rely on computer systems. Passive attackers are not easily detected; thus, they can modify the entire information without the computer system owner's concert.
 Cybersecurity serves to secure the information that circulates in the connected computer systems. Exposing the information to unintended users makes the information unsafe to be used for the intended purpose. Information stored under the computer network systems becomes useless once the passive attackers get access to it. They can use the information to modify the whole network system (Surya & Magrica 2017). The owner cannot use the modified network due to inadequate cybersecurity. Passive attacks reduce the effectiveness of the computer system network as attacked systems are unreliable. A reliable computer system must have sustainable and robust cybersecurity to guarantee the security of the information and communication that can be made through it. Once passive attacks can access and get private information from the computer network system, it poses a threat to any other information.
 Passive attacks weaken the cybersecurity of attacked computer network systems. This predisposes the computer system to active attacks that modify the information obtained from the attack. Weak cybersecurity cannot detect and protect the network system from any other types of attacks. Active attacks modify the information acquired after attacking, and as a result, the information loses meaning. Active attacks threaten the strength of the connected computer systems. Through passive attacks, cybersecurity loses the ability to protect the information stored in the computer network system. Computer network systems contain information for personal use among authorized users of the system; thus, any interruption interferes with their activity.
Passive attack lowers the cybersecurity of security systems leading to terrorist attacks. The security of a country depends on cybersecurity to ensure that security data information is inaccessible by the enemy. When cybersecurity is insufficient, terrorists might access confidential security information about a country leading to an attack. External and internal terrorist attacks are linked to weak cybersecurity that enhances passive attacks of the security systems (Tajdinian & Mohammadi-Ivatloo 2020). Passive attacks wreakers the cybersecurity of secure computer systems, making it easier for the enemies to locate a suitable place for launching the attack. Weak cybersecurity resulting from passive attacks also exposes the plans and movements of security organs, enabling the enemy to escape security operations. Because the enemy already knows when the operation was planned and the expected time to launch the operation. Also, the enemy can hack the military equipment leading to failure in operation. 
Cyber-attacks such as passive attack leads to significant losses in businesses and enterprises. Passive attack damages the cybersecurity of a business firm, exposing the private information of the firm. This predisposed the business firm to theft, which leads to significant losses. Since communication in large business firms depends on electronic data stored in the computer network, any damage such as a cyberattack leads to inconveniences in communication. When the electronic system fails in business firms, online marketing is hindered, leading to diverse losses. Cybersecurity is a pillar to all processes in the business; hence, factors that affect cybersecurity induce losses in business (Tajdinian & Mohammadi-Ivatloo 2020).  Passive attacks might interfere with essential business records such as sales records and payment records stored in electronic means. The interference in the payment records leads to mistrust between the employees and the management. Lose of sales records lowers the firm's reputation because customers might lose trust due to the inconveniences.
[bookmark: _GoBack]In conclusion, cybersecurity is a backbone to data privacy and information stored in computer network systems. Cybersecurity secures the information and data from intruders. However, cybersecurity is endangered from cyberattacks and threats. The main threats related to cybersecurity are active and passive attacks. The passive attack does not involve modification of the information. Besides, passive learning also affects the cybersecurity of the information stored in computer systems. Passive learning allows the learners to acquire and store the information without getting feedback from the instructor. Passive learning affects cybersecurity when the learners try to apply what they learned in the field illegally. Passive learning threatens cybersecurity because the learners might get access to and modify information on the internet unlawfully. Passive attacks pose a danger to the security of information on the internet because of the attackers' access information on the internet without the permission of the originator. When cybersecurity is compromised, the absolute privacy of the message content circulating in the computer system is also compromised. Passive attackers copy the information on the internet, and they might use it maliciously to tarnish the name of the original website. Weak cybersecurity gives way for the attacks to modify the computer network system. Passive attacks also breach active attacks that modify the information on the computer network system. Besides, passive attack weakens the cybersecurity of military computer systems leading to insecurity. Inadequate cybersecurity in business firms leads to losses and loss of essential business records. Insufficient cybersecurity also predisposes organizations to robbery and theft.
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